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    AshCredo
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AshCredo is an unofficial set of static analysis checks for the Ash Framework, built as a Credo plugin.
AshCredo finds common anti-patterns, security pitfalls, and missing best practices in your Ash resources, domains, and the code that calls into them. Some checks analyse the unexpanded source AST. Others introspect the compiled modules and see the fully resolved DSL state, including anything Spark transformers and extensions contribute.
[!WARNING]
This project is experimental and might break frequently.

Only the following checks are enabled by default. All other checks are opt-in: enable them individually in your .credo.exs (see Configuration).
	Warning.CompileTimeDefault
	Warning.MissingBuiltinWrapper
	Warning.MissingMacroDirective
	Warning.PinnedTimeInExpression

Installation
AshCredo requires Credo to already be installed in your project.
With Igniter (recommended)
If your project uses Igniter, a single command adds the dependency and registers the plugin in your .credo.exs:
mix igniter.install ash_credo@0.19.2

The explicit version prevents Igniter from generating a broad pre-1.0 requirement. Igniter pins a three-part version exactly, so if you prefer compatible patch updates, use the manual requirement below. The installer scopes ash_credo to :dev/:test and sets runtime: false automatically, matching how credo itself is typically declared. Pass --only dev,test if you'd like an early error when running from another MIX_ENV.
Manual
Add ash_credo to your list of dependencies in mix.exs:
def deps do
  [
    {:ash_credo, "~> 0.19.2", only: [:dev, :test], runtime: false}
  ]
end
Then fetch the dependency and register the plugin in your .credo.exs:
mix deps.get

# .credo.exs
%{
  configs: [
    %{
      name: "default",
      plugins: [{AshCredo, []}]
    }
  ]
}
Running
mix credo

If you have any compiled-introspection checks enabled, run mix compile before mix credo, typically via a Mix alias like lint: ["compile", "credo --strict"]. See Checks that require a compiled project for the full list and the rationale.
Checks
	Check	Category	Priority	Default	Description
	ActorOnCallOptions	Warning	High	No	Flags actor:/tenant: passed in the options of Ash.read!/Ash.create!/... when the subject visibly went through a for_* builder. Per Ash's authorization usage rules, these options belong on the query, changeset, or input
	AuthorizeFalse	Warning	High	No	Flags literal authorize?: false in Ash calls, action DSL, and (by default) any other call site
	AuthorizerWithoutPolicies	Warning	High	No	Detects resources with Ash.Policy.Authorizer but no policies defined. Requires a compiled project.
	CompileTimeDefault	Warning	High	Yes	Flags default: DateTime.utc_now() / Ash.UUID.generate() (missing the &.../0 capture) on attributes and arguments. The call runs once at compile time, so every record gets the same frozen value
	EmptyDomain	Warning	Normal	No	Flags domains with no resources registered
	MissingBuiltinWrapper	Warning	High	Yes	Flags builtin change/validation/preparation/calculation functions (set_attribute, present, build, concat, ...) used without their change/validate/prepare/calculate wrapper in action bodies, pipelines, and global sections. The bare call compiles but is silently discarded. Requires a compiled project.
	MissingDomain	Warning	Normal	No	Flags non-embedded resources that don't set the domain: option
	MissingMacroDirective	Warning	High	Yes	Flags qualified calls to Ash.Query/Ash.Expr macros (filter, expr, ...) when the enclosing module has no matching module-level require/import. Catches the runtime UndefinedFunctionError that slips past the compiler when the macro argument is a bare runtime value. Requires a compiled project and configurable.
	OverlyPermissivePolicy	Warning	High	No	Flags unscoped authorize_if always() policies
	PinnedTimeInExpression	Warning	High	Yes	Flags ^Date.utc_today() / ^DateTime.utc_now() in Ash expressions (frozen at compile time)
	RedundantValidation	Warning	Normal	No	Flags validate present(...) on attributes that already have allow_nil? false. The constraint guarantees presence, so the validation is redundant (skips allow_nil_input escape hatches). Requires a compiled project.
	RepoCallInResource	Warning	Normal	No	Flags Ecto Repo query calls (query!, insert_all, update_all, ...) inside resources and their change/validation/preparation/calculation/generic-action modules, where raw SQL can bypass tenant scoping, notifications, timestamps, and policies for rows beyond the one being acted on
	SensitiveAttributeExposed	Warning	High	No	Flags sensitive attributes (password, token, secret, ...) not marked sensitive?: true
	SensitiveFieldInAccept	Warning	High	No	Flags privilege-escalation fields (is_admin, permissions, ...) in accept lists
	UnknownAction	Warning	High	No	Flags Ash.* calls referencing actions that don't exist on the resolved resource, with a fuzzy Did you mean hint. Requires a compiled project.
	WildcardAcceptOnAction	Warning	High	No	Detects accept :* on create/update/soft destroy actions (mass-assignment risk)
	AnonymousFunctionInDsl	Refactor	Normal	No	Flags fn and local & captures anywhere in the resource DSL, and remote captures where change/validate/prepare/calculate wrap them. Spark lifts each one into a generated function on the resource. Anonymous changes and validations can never be atomic, and anonymous calculations can never supply an expression, so extract them into callback modules
	DirectiveInFunctionBody	Refactor	Normal	No	Flags require/import/alias of configured modules (default Ash.Query, Ash.Expr) declared inside function bodies instead of at module level
	LargeResource	Refactor	Low	No	Flags resource files exceeding 400 lines
	RaisingCall	Refactor	Low	No	Flags Ash bang calls: top-level Ash.read!/Ash.create!/Ash.Filter.parse! plus code-interface bangs like MyApp.Blog.create_post!. Orphan bangs (those without a non-bang counterpart, e.g. Ash.stream!, Ash.Seed.seed!) are detected dynamically and skipped. Test directories are excluded by default. Requires a compiled project.
	UseCodeInterface	Refactor	Normal	No	Flags Ash.* calls where both resource and action are literals, and names the exact code interface function to call instead. Requires a compiled project and configurable (see below). Pair it with Warning.UnknownAction for typo detection
	MissingCodeInterface	Design	Low	No	Flags each action on non-embedded resources that has no code interface (resource- or domain-level). Requires a compiled project.
	MissingIdentity	Design	Normal	No	Suggests identities for attributes like email, username, slug on non-embedded resources. Requires a compiled project.
	MissingPrimaryAction	Design	Normal	No	Flags missing primary?: true when multiple actions of the same CRUD type exist (generic :action types are excluded). Requires a compiled project.
	MissingTimestamps	Design	Normal	No	Suggests adding timestamps() to persisted resources. Requires a compiled project.
	ActionMissingDescription	Readability	Low	No	Flags actions without a description
	BelongsToMissingAllowNil	Readability	Normal	No	Flags belongs_to without an explicit allow_nil?
	CalculationMissingAllowNil	Readability	Normal	No	Flags calculate without an explicit allow_nil?

Checks that require a compiled project
Several checks read Ash's runtime introspection (Ash.Resource.Info, Ash.Domain.Info, and Ash.Policy.Info) rather than the source AST.
They see the fully resolved resource state, including anything Spark transformers or extensions contribute, and catch bugs that pure AST scanning would miss: identities on AshAuthentication-injected :email attributes, fragment-spliced actions, extension-added authorizers, and so on.
	Warning.AuthorizerWithoutPolicies
	Warning.MissingBuiltinWrapper
	Warning.MissingMacroDirective
	Warning.RedundantValidation
	Warning.UnknownAction
	Refactor.RaisingCall
	Refactor.UseCodeInterface
	Design.MissingCodeInterface
	Design.MissingIdentity
	Design.MissingPrimaryAction
	Design.MissingTimestamps

Compile your project before running mix credo. Otherwise these checks emit a configuration diagnostic and become a no-op.
Typically you chain the two commands in a Mix alias:
# mix.exs
defp aliases do
  [
    lint: ["compile", "credo --strict"]
  ]
end
If a referenced resource can't be loaded, the check emits a per-call-site "could not load" issue pointing at the resource. If Ash itself isn't available in the VM running Credo, these checks emit a single shared diagnostic and become no-ops. You can disable any of them in .credo.exs if your workflow can't run mix compile beforehand.
Configuration
Enable additional checks by adding them to the extra section of your .credo.exs:
%{
  configs: [
    %{
      name: "default",
      plugins: [{AshCredo, []}],
      checks: %{
        extra: [
          # Enable checks
          {AshCredo.Check.Warning.AuthorizeFalse, []},
          {AshCredo.Check.Warning.SensitiveFieldInAccept, []},
          {AshCredo.Check.Warning.WildcardAcceptOnAction, []},

          # Enable with custom parameters
          {AshCredo.Check.Refactor.LargeResource, [max_lines: 250]},
          {AshCredo.Check.Warning.SensitiveAttributeExposed, [
            sensitive_names: ~w(password token secret api_key)a
          ]},
          {AshCredo.Check.Design.MissingIdentity, [
            identity_candidates: ~w(email username slug)a
          ]}
        ]
      }
    }
  ]
}
To enable all checks at once (the default-on checks listed above don't need an entry):
checks: %{
  extra: [
    {AshCredo.Check.Warning.ActorOnCallOptions, []},
    {AshCredo.Check.Warning.AuthorizeFalse, []},
    {AshCredo.Check.Warning.AuthorizerWithoutPolicies, []},
    {AshCredo.Check.Warning.EmptyDomain, []},
    {AshCredo.Check.Warning.MissingDomain, []},
    {AshCredo.Check.Warning.OverlyPermissivePolicy, []},
    {AshCredo.Check.Warning.RedundantValidation, []},
    {AshCredo.Check.Warning.RepoCallInResource, []},
    {AshCredo.Check.Warning.SensitiveAttributeExposed, []},
    {AshCredo.Check.Warning.SensitiveFieldInAccept, []},
    {AshCredo.Check.Warning.UnknownAction, []},
    {AshCredo.Check.Warning.WildcardAcceptOnAction, []},
    {AshCredo.Check.Refactor.AnonymousFunctionInDsl, []},
    {AshCredo.Check.Refactor.DirectiveInFunctionBody, []},
    {AshCredo.Check.Refactor.LargeResource, []},
    {AshCredo.Check.Refactor.RaisingCall, []},
    {AshCredo.Check.Refactor.UseCodeInterface, []},
    {AshCredo.Check.Design.MissingCodeInterface, []},
    {AshCredo.Check.Design.MissingIdentity, []},
    {AshCredo.Check.Design.MissingPrimaryAction, []},
    {AshCredo.Check.Design.MissingTimestamps, []},
    {AshCredo.Check.Readability.ActionMissingDescription, []},
    {AshCredo.Check.Readability.BelongsToMissingAllowNil, []},
    {AshCredo.Check.Readability.CalculationMissingAllowNil, []}
  ]
}
Configurable parameters
The following checks accept custom parameters:
	Check	Parameter	Default	Description
	Warning.AuthorizeFalse	include_non_ash_calls	true	When false, only checks Ash API calls and action DSL definitions
	Warning.AuthorizeFalse	excluded_paths	[~r"/test/", "test"]	Paths or regexes to skip. Binary entries match as path segments or full file paths. Defaults to test directories, where authorize?: false is typically intentional
	Warning.MissingMacroDirective	macro_modules	[Ash.Query, Ash.Expr]	Modules whose qualified macro calls the check validates. Macros are read from module.__info__(:macros) and matched by name and arity, including piped arguments
	Warning.RepoCallInResource	flagged_functions	~w(query query! query_many query_many! insert_all update_all delete_all)a	Repo functions to flag. Add :insert/:update/:delete to also flag single-record Ecto writes, or :all/:one/:get/:get_by/:exists?/:aggregate to flag reads. Repo.transaction is deliberately absent: wrapping Ash calls in a manual transaction is transaction control, not a bypass
	Warning.RepoCallInResource	repo_names	[:Repo]	Last name segments to treat as Ecto repos. Atom entries match exactly; Regex entries (e.g. ~r/Repo$/) match against the segment. Aliases are resolved first, so the match is on the real module name. Ecto.Adapters.SQL is always checked, independent of this list
	Warning.RepoCallInResource	excluded_paths	[~r"/test/", "test"]	Paths or regexes to skip. Binary entries match as path segments or full file paths. Defaults to test directories, where repo calls in fixture modules are intentional
	Warning.SensitiveAttributeExposed	sensitive_names	~w(password hashed_password password_hash password_digest token access_token secret client_secret totp_secret api_key private_key ssn)a	Attribute names to flag when not marked sensitive?: true. Atom entries match exactly; Regex entries (e.g. ~r/_token$/) match against the attribute name
	Warning.SensitiveAttributeExposed	excluded_paths	[~r"/test/", "test"]	Paths or regexes to skip. Binary entries match as path segments or full file paths. Defaults to test directories, where fake sensitive attributes are common in test resources
	Warning.SensitiveFieldInAccept	dangerous_fields	~w(is_admin admin permissions api_key secret_key)a	Field names to flag when found in accept lists
	Warning.SensitiveFieldInAccept	excluded_paths	[~r"/test/", "test"]	Paths or regexes to skip. Binary entries match as path segments or full file paths. Defaults to test directories, where accepting these fields is often intentional
	Warning.WildcardAcceptOnAction	excluded_paths	[~r"/test/", "test"]	Paths or regexes to skip. Binary entries match as path segments or full file paths. Defaults to test directories, where accept :* is often intentional
	Refactor.DirectiveInFunctionBody	directive_modules	[Ash.Query, Ash.Expr]	Modules whose require/import/alias must live at module level. Add any other macro module your team treats the same way
	Refactor.LargeResource	max_lines	400	Maximum line count before the check triggers
	Refactor.RaisingCall	excluded_functions	[]	{module, :fun!} tuples to allow without flagging. Bang-only APIs (those with no non-bang counterpart) are detected dynamically by probing module.__info__(:functions), so no curated allowlist is needed. This option only exists for cases where you want to silence a real bang/non-bang pair
	Refactor.RaisingCall	excluded_paths	[~r"/test/", "test"]	Paths or regexes to skip. Binary entries match as path segments ("test" excludes any file under a test/ directory) or as full file paths ("priv/seeds.exs" excludes that file). Defaults to test directories, where bang versions are idiomatic
	Refactor.RaisingCall	flag_bang_only_apis	false	When true, also flags bangs whose non-bang counterpart doesn't exist (e.g. Ash.stream!, Ash.Seed.seed!) with a generic "ensure failures are properly handled" message. Defaults to false since the suggested non-bang twin wouldn't exist for these calls; opt in only if your team policy is "no bare bang calls anywhere"
	Refactor.UseCodeInterface	enforce_code_interface_in_domain	true	See Adapting UseCodeInterface below
	Refactor.UseCodeInterface	enforce_code_interface_outside_domain	true	See Adapting UseCodeInterface below
	Refactor.UseCodeInterface	excluded_paths	[~r"/test/", "test"]	Paths or regexes to skip. Binary entries match as path segments or full file paths. Defaults to test directories, where raw Ash.* calls are idiomatic setup code
	Refactor.UseCodeInterface	prefer_interface_scope	:auto	See Adapting UseCodeInterface below
	Design.MissingCodeInterface	excluded_actions	[]	List of "Module.action_name" strings whose missing interface should be suppressed (e.g. AshAuthentication-generated actions)
	Design.MissingIdentity	identity_candidates	~w(email username slug handle phone)a	Attribute names to suggest adding identities for

Adapting UseCodeInterface to your team's conventions
UseCodeInterface accepts params that map to common code-interface
philosophies. The two enforce_* flags decide which call sites the check
fires on; prefer_interface_scope decides which interface the suggestion
points at. They compose freely.
# Default: an in-domain caller gets the resource interface.
# An outside-domain caller gets the domain interface.
{AshCredo.Check.Refactor.UseCodeInterface, []},

# Opinion A: raw Ash.* calls are OK when the caller is in the resource's
# domain (e.g. inside a Change / Preparation / Validation module). Only
# flag callers from outside the domain.
{AshCredo.Check.Refactor.UseCodeInterface,
 [enforce_code_interface_in_domain: false]},

# Opinion B: code interfaces are only defined on resources. Never suggest
# reaching for a domain-level interface, regardless of the call site.
{AshCredo.Check.Refactor.UseCodeInterface,
 [prefer_interface_scope: :resource]},

# Opinion C: the inverse of Opinion A. Strict inside the domain (changes,
# preparations, validations, sibling resources must use code interfaces),
# but permissive outside (controllers, LiveViews, workers can call Ash.*
# directly without a nag). Useful for incremental adoption: enforce the
# pattern in the resource layer first, clean up the web layer later.
{AshCredo.Check.Refactor.UseCodeInterface,
 [enforce_code_interface_outside_domain: false]},

# Opinion A + B: allow same-domain raw calls AND always direct the rest
# at the resource-level interface.
{AshCredo.Check.Refactor.UseCodeInterface,
 [enforce_code_interface_in_domain: false, prefer_interface_scope: :resource]},
	enforce_code_interface_in_domain (default true). When false, the
check leaves callers that share a domain with the resource alone
(Opinion A).
	enforce_code_interface_outside_domain (default true). When false,
the check silences every case where the caller isn't confirmed to be in the
resource's domain: a different domain, a plain controller or LiveView, a
domainless resource, or a :not_loadable resource (Opinion C).
	prefer_interface_scope (:auto | :resource | :domain, default
:auto). Overrides which interface the check points at. :auto follows
the in-domain/outside-domain heuristic; :resource always suggests a
resource-level function (Opinion B); :domain always suggests a
domain-level function.


Setting both enforce_* flags to false effectively disables the check
for loadable resources. In this configuration prefer_interface_scope
becomes inert, since no suggestion path fires, so combining Opinions
A + B + C is observationally identical to A + C alone.
Contributing
	Fork the repository
	Create your feature branch (git switch -c my-new-check)
	Apply formatting and make sure tests and lints pass (mix format, mix test, mix lint)
	Commit your changes
	Open a pull request. PR titles must follow the Conventional Commits format (e.g. feat: add check for XY, fix: handle XY edge case)

Benchmarking
The Benchee suites in bench/ run under MIX_ENV=test, which compiles the fixture resources the compiled checks introspect. To compare a branch against main, run them on both and let Benchee load the saved results:
git switch main && task bench
git switch my-branch && BENCH_COMPARE=1 task bench

task bench:quick runs a shorter pass, and task bench -- walks runs a single suite. BENCH_CHECKS=RaisingCall,UnknownAction task bench -- checks times only the named checks, on every input. Results go to tmp/bench/ (quick runs to tmp/bench/quick/, compared only with each other), tagged with the branch name, or git describe output on a detached HEAD (override with BENCH_TAG). Run both sides on an idle machine on AC power; reduction counts vary less between runs than wall-clock times.
Mutation testing
task test:mutation runs muex with its default optimizer level. Muex changes the code one mutation at a time and reports each mutant the tests fail to catch. On pull requests, CI runs it with --optimize-level conservative, which keeps more mutants, and --since origin/main, which mutates only the lines the PR changes. task test:mutation CHECK=missing_timestamps narrows the run to one check and its test file. Pass muex options after --; they override the task's defaults, e.g. task test:mutation -- --optimize-level conservative --since origin/main --no-filter reproduces the CI run.
License
MIT, see LICENSE for details.


  

    Changelog

All notable changes to this project will be documented in this file.
0.19.2 (2026-10-23)
Bug Fixes
	flag stream?: true on calculation interfaces named like read actions (0145e84) by @leonqadirie
	skip calculation interfaces in domain-level action lookups (70543ab) by @leonqadirie
	track nested module identity through one shared module stack (81b34e8) by @leonqadirie

0.19.1 (2026-10-08)
Bug Fixes
	confine default-argument aliases in LexicalScopeWalker (f98a809) by @leonqadirie
	match Elixir alias scoping in AshCallScanner (6ef2680) by @leonqadirie
	match macro arity in MissingMacroDirective (7d805da) by @leonqadirie
	resolve aliases when detecting Ash use statements (31f4aea) by @leonqadirie
	scope default-argument aliases to the default expression (2a1245d) by @leonqadirie

Performance Improvements
	reuse Credo's source hash for cache keys (eed6e35) by @leonqadirie
	share one memoized AshCallScanner walk per file (22e827b) by @leonqadirie

0.19.0 (2026-10-03)
Features
	add Readability.CalculationMissingAllowNil check (69133f1) by @leonqadirie
	scan resource fragments in ActionMissingDescription and BelongsToMissingAllowNil (3bcbd18) by @leonqadirie

0.18.0 (2026-09-19)
Features
	add Warning.RepoCallInResource check (#241) (3c1da33), closes #239 by @leonqadirie
	flag anonymous functions everywhere in the resource DSL (#245) (670a578) by @joshprice

0.17.1 (2026-08-07)
Bug Fixes
	reword AuthorizeFalse guidance to prefer the caller's actor (#235) (0491aac) by @leonqadirie

0.17.0 (2026-07-16)
Features
	add excluded_paths to SensitiveAttributeExposed (#229) (2d783df) by @leonqadirie

Bug Fixes
	constrain pre-1.0 installation versions (#218) (dbd1c3b) by @leonqadirie
	enumerate all same-named DSL section blocks (#225) (0a8ec17) by @leonqadirie
	handle options on permissive policy checks in OverlyPermissivePolicy (#217) (fb7f5f1) by @leonqadirie
	rescue mid-introspection raises in compiled inspection (#224) (1555232) by @leonqadirie
	resolve aliases in the frozen-time checks CompileTimeDefault and PinnedTimeInExpression (#226) (a646018) by @leonqadirie
	resolve single-record Ash calls in UseCodeInterface and UnknownAction (#221) (18d182a) by @leonqadirie
	tag ActorOnCallOptions as a security check (#227) (08ac08a) by @leonqadirie

0.16.1 (2026-07-04)
Performance Improvements
	replace global lock with name-registration claim for hint dedup (#215) (0d4486e) by @leonqadirie

0.16.0 (2026-07-03)
⚠ BREAKING CHANGES
	The minimum supported Elixir version is now 1.17 (previously 1.15). Lexical scope is resolved through the Macro.Env define/expand APIs introduced in Elixir 1.17.

Features
	add excluded_paths to the accept-list security checks (#182) (3776099) by @leonqadirie
	add excluded_paths to UseCodeInterface (#208) (97407f2) by @leonqadirie
	support regex entries in SensitiveFieldInAccept dangerous_fields (#181) (31643ff) by @leonqadirie

Bug Fixes
	check accept lists on soft destroy actions (#199) (87a4b51) by @leonqadirie
	compile before running the lint alias (#204) (3204f17) by @leonqadirie
	emit the missing-table hint exactly once under concurrent access (#202) (31e4d89) by @leonqadirie
	flag call-time actor on aggregate functions (#200) (9c1d967) by @leonqadirie
	flag frozen Ash.UUIDv7.generate() defaults in CompileTimeDefault (#193) (7f8a563) by @leonqadirie
	flag pinned Time.utc_now in expressions (#212) (d7aa9eb) by @leonqadirie
	model the alias a defmodule creates instead of guessing nesting (#207) (3b519a3) by @leonqadirie
	name the missing timestamp side and the domain opt-out (#210) (aa3025e) by @leonqadirie
	resolve alias MODULE.X targets instead of crashing the resolver (#195) (59ae1ff) by @leonqadirie
	respect policy_group conditions and forbid guards in OverlyPermissivePolicy (#197) (b4649c5) by @leonqadirie
	silence default_accept warnings without an inheriting action (#213) (a77830e) by @leonqadirie
	skip argument-backed fields in RedundantValidation (#196) (861ecea) by @leonqadirie
	skip identity suggestion for a sole primary-key attribute (#209) (6100355) by @leonqadirie
	stop PinnedTimeInExpression flagging expr in function bodies (#194) (2cd2d25) by @leonqadirie
	treat require ... as: as the alias it creates (#198) (b957355) by @leonqadirie

Code Refactoring
	resolve lexical scope through Macro.Env (4d86b0a) by @leonqadirie

0.15.0 (2026-06-12)
⚠ BREAKING CHANGES
	AshCredo.Check.Warning.MissingChangeWrapper and the intermediary AshCredo.Check.Warning.MissingValidationWrapper and AshCredo.Check.Warning.MissingPrepareWrapper no longer exist; their coverage is provided by AshCredo.Check.Warning.MissingBuiltinWrapper (default-on, like its predecessors). Remove any entries for the old module names from your .credo.exs, or Credo will fail to load them.
	AshCredo.Check.Warning.NoActions no longer exists. Remove any {AshCredo.Check.Warning.NoActions, ...} entry from the checks in your .credo.exs, or Credo will fail to load the module.

Features
	add ActorOnCallOptions check (#164) (82c815b) by @leonqadirie
	add AnonymousFunctionInDsl check for fn callbacks in the DSL (#167) (1d93ed6) by @leonqadirie
	add CompileTimeDefault check for frozen attribute/argument defaults (#168) (5ff4b23) by @leonqadirie
	add MissingValidationWrapper check for naked validation builtins (#163) (29e776e) by @leonqadirie
	add RedundantValidation check for present on non-nullable attributes (#166) (1c8b81f) by @leonqadirie
	cover pipeline bodies and preparations in the wrapper checks (#165) (4136a5d) by @leonqadirie
	merge builtin wrapper checks (#171) (f128341) by @leonqadirie
	point installer users at the opt-in checks via an Igniter notice (#154) (f5b959d) by @leonqadirie
	remove NoActions check (#170) (4e281a7) by @leonqadirie
	support regex entries and more defaults in sensitive_names (#159) (a90b07a) by @leonqadirie

Bug Fixes
	anchor accept :* issues at the accept line in WildcardAcceptOnAction (#158) (33f4ead) by @leonqadirie
	degrade gracefully when cache table is missing (#148) (99b1c97) by @leonqadirie
	detect additional unscoped policy forms in OverlyPermissivePolicy (#147) (bf5a809) by @leonqadirie
	handle bare authorize? variables in AST lists in AuthorizeFalse (#145) (7d598cd) by @leonqadirie
	warn instead of crashing on non-literal .credo.exs in installer (#151) (ce90429) by @leonqadirie

Performance Improvements
	memoize per-file AST traversals and module probes (#149) (f9bd746) by @leonqadirie

0.14.0 (2026-05-27)
⚠ BREAKING CHANGES
	AshCredo.Check.Warning.MissingPrimaryKey is removed. Drop any entry referencing it from .credo.exs. To fail CI on missing primary keys, rely on Ash's compile-time warning paired with mix compile --warnings-as-errors.

Features
	remove MissingPrimaryKey check (#141) (8aad232) by @leonqadirie

Bug Fixes
	exclude generic actions from missing primary action check (#137) (2236ac9) by @leonqadirie
	MissingPrimaryKey didn't detect fragments or adhere to Ash's exemptions (#139) (917acf3) by @leonqadirie

0.13.0 (2026-05-20)
⚠ BREAKING CHANGES
	hoist PinnedTimeInExpression check to be enabled by default. It is expected this is an accident in the overwhelming amount of times and in the unlikely case it is not, a local override is preferred.

Features
	hoist PinnedTimeInExpression check to be enabled by default (#127) (80397a6) by @leonqadirie

0.12.1 (2026-05-14)
Bug Fixes
	skip uniqueness checks in embedded resources (#123) (9e6b04e) by @leonqadirie

0.12.0 (2026-05-13)
Features
	check: raising call in ash sites (#119) (a67e75d) by @leonqadirie

0.11.0 (2026-05-09)
Features
	clarify UseCodeInterface suggestion for bulk operations (#113) (da19a48) by @leonqadirie

0.10.0 (2026-04-26)
⚠ BREAKING CHANGES
	UseCodeInterface now flags Ash.read!(MyApp.Post), Ash.read/1, Ash.get!/3, Ash.get/3, and Ash.stream!/2 calls that omit the :action keyword, treating them as targeting the resource's primary :read action. Projects whose CI was previously green on bare- form calls will see new issues - either define a code interface, add an explicit action: :read, or disable the check.

Features
	refine use code interface and missing macro directive against real semantics (#97) (9eaa617) by @leonqadirie
	replace persistent term-based cache with ETS (#100) (e6ba2f1) by @leonqadirie

Bug Fixes
	failures when ash_credo is consumed as a dependency (#102) (6be6898) by @leonqadirie

0.9.0 (2026-04-26)
⚠ BREAKING CHANGES
	AuthorizeFalse now excludes test directories by default via the new excluded_paths param (#92)

Features
	add excluded_paths param to AuthorizeFalse check, excluding test directories by default (#92) (3f725fd) by @leonqadirie

0.8.0 (2026-04-22)
Features
	add excluded_actions param to MissingCodeInterface (#82) (9fb5c7c) by @bigardone

Bug Fixes
	handle custom timestamp types in MissingTimestamps check (#71) (919cf51) by @bigardone
	skip embedded resources in MissingCodeInterface (#81) (6094400) by @bigardone

0.7.0 (2026-04-10)
Features
	add refactor.directive_in_function_body check (#66) (538edc1) by @leonqadirie

0.6.0 (2026-04-10)
⚠ BREAKING CHANGES
	use Ash's introspection and tighten checks (#53)

Features
	add check for missing macro directive (#58) (8ee473f) by @leonqadirie
	enable missing_macro_directive check by default (#59) (9b559c1) by @leonqadirie
	extract warning.unknown_action from use_code_interface (#56) (47d5de7) by @leonqadirie
	make clear_cache/0 public (#55) (c1e565d) by @leonqadirie
	use Ash's introspection and tighten checks (#53) (0cd669b) by @leonqadirie

0.5.2 (2026-04-08)
Bug Fixes
	skip default-generated action types in MissingPrimaryAction (#51) (6ad17f8) by @leonqadirie

0.5.1 (2026-04-08)
Bug Fixes
	igniter installation (#45) (6c6b1a8) by @leonqadirie
	use app token for release-please to trigger CI on PRs (#47) (0c1ba8c) by @leonqadirie

0.5.0 (2026-04-08)
Features
	add UseCodeInterface check for literal resource and action calls (#41) (44b081c) by @leonqadirie

0.4.0 (2026-04-06)
Features
	improve authorize?: false check (#34) (2231339) by @leonqadirie

0.3.0 (2026-04-06)
⚠ BREAKING CHANGES
	disable most rules by default (#13)

Features
	add AuthorizeFalse check: flag authorize?: false usage  (#7) (c8e7aae) by @leonqadirie, @olivermt
	disable most rules by default (#13) (723ba7e) by @leonqadirie

Bug Fixes
	edge cases with nested modules, inline opts, and alias resolution (#17) (778a1ef) by @leonqadirie

0.2.0 (2026-04-05)
Features
	add igniter installer (7f4ea45) by @leonqadirie

0.1.0 (2026-04-05)
⚠ BREAKING CHANGES
	use conventional credo module structure (b716b5c) by @leonqadirie

Features
	add authorization checks: policies, permissions, wildcard accept (d6e3424) by @leonqadirie
	add missing change wrapper check (22297b2) by @leonqadirie
	add pinned time in expression check (db64709) by @leonqadirie
	add quality checks: large resource, empty domain, action descriptions (56af703) by @leonqadirie
	add resource design checks: domain, identity, code interface, belongs_to (91980d5) by @leonqadirie
	add resource essentials checks: primary key, timestamps, actions (0a938a1) by @leonqadirie
	add security checks for sensitive attribute exposure (4d99460) by @leonqadirie
	add shared AST helpers for Ash DSL inspection (77716f2) by @leonqadirie
	increase max_lines default to 400 for large resource check (ebfaed9) by @leonqadirie
	wire up AshCredo as Credo plugin with default check config (26d5062) by @leonqadirie



  

    LICENSE


MIT License

Copyright (c) 2026 Leon Qadirie

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
AshCredo 
    



      
Credo checks for the Ash Framework.
The plugin provides pre-built checks that detect common Ash
anti-patterns. Some checks analyse the unexpanded source AST, while
others introspect the compiled modules to see the fully resolved DSL
state, including everything Spark transformers and extensions
contribute.
Checks that introspect compiled modules need the project to be
compiled before running mix credo, for example via a Mix alias like
lint: ["compile", "credo --strict"]. Otherwise they emit a
configuration diagnostic and become a no-op.
Plugin Usage
Add this to your .credo.exs:
%{configs: [%{
  name: "default",
  plugins: [{AshCredo, []}]
}]}
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AshCredo.Check.Warning.ActorOnCallOptions 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Set actor: and tenant: on the query, changeset, or input when you
build it, not in the options of the action call. This enforces the rule
from Ash's authorization usage rules ("Always set the actor on the
query/changeset/input, not when calling the action").
# Bad - the query was built without the actor
Post
|> Ash.Query.for_read(:read, %{})
|> Ash.read!(actor: current_user)

# Good - the actor is part of the action context from the start
Post
|> Ash.Query.for_read(:read, %{}, actor: current_user)
|> Ash.read!()
When you build a query, changeset, or action input with for_read,
for_create, and friends, everything that runs at build time sees the
actor and tenant it was built with. Supplying them only at call time
leaves that build-time context inconsistent.
The check only flags calls whose subject visibly went through a
for_* builder. Forms without a pre-built subject are fine, such as
Ash.read!(Post, actor: actor) or a code interface call like
MyApp.Blog.list_posts!(actor: actor): there Ash builds the action
context with the given actor itself. The check is purely syntactic:
it follows pipes and simple variable bindings, but it cannot see a
builder hidden behind a function call.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.AuthorizeFalse 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Passing authorize?: false bypasses Ash authorization entirely, which
makes it easy to skip policy checks by accident. Prefer passing the
caller's actor, so policies stay enforced. Only when no user is acting,
such as in background jobs or seeds, use a named system actor with a
bypass policy, which keeps the bypass explicit and auditable.
# Bad - skips all authorization
Ash.read!(query, authorize?: false)

# Good - authorizes as the logged-in user
Ash.read!(query, actor: current_user)

# Good when no user is acting - uses a named system actor
Ash.read!(query, actor: %{system: :my_context})

# In resource policies:
bypass expr(not is_nil(^actor(:system))) do
  authorize_if always()
end
Code inside action changes or validations sometimes needs to read
related data. There, use scope: context to inherit the caller's
authorization context:
Ash.get!(Resource, id, scope: context)
By default, the check flags authorize?: false anywhere it appears as
a literal: Ash API calls, action DSL definitions, variable assignments,
and wrapper functions. Set include_non_ash_calls: false to restrict
detection to Ash API calls and action DSL definitions.
The check excludes test directories by default, since bypassing
authorization in test setup and factories is usually intentional.
Override excluded_paths to scope the check differently.
In either mode, the check is purely syntactic: it cannot follow values
through variables, config lookups, or function return values.
Check-Specific Parameters
Use the following parameters to configure this check:
:include_non_ash_calls
  When true (the default), flags authorize?: false anywhere it appears in the source. When false, only checks Ash API calls and action DSL definitions.
This parameter defaults to true.
:excluded_paths
  Paths or regexes to exclude from this check. Defaults to the test directories, since authorize?: false is intentional in test setup.
This parameter defaults to [~r/\/test\//, "test"].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.AuthorizerWithoutPolicies 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
A resource that declares Ash.Policy.Authorizer but defines no
policies denies all actions by default. An empty policies block has
the same effect. This is almost always unintentional.
Either add policies:
policies do
  policy action_type(:read) do
    authorize_if actor_attribute_equals(:active, true)
  end
end
Or remove the authorizer if you don't need authorization yet.
The check uses Ash's runtime introspection
(Ash.Resource.Info.authorizers/1 and Ash.Policy.Info.policies/1)
to read the fully resolved authorizer and policy lists, so it
correctly handles authorizers added by extensions and policies
declared in Spark.Dsl.Fragment modules - cases an AST scanner
cannot see.
Requirements
Compile your project before running mix credo. If Ash is not
available in the VM running Credo, the check is a no-op and emits a
single diagnostic.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.CompileTimeDefault 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Flags default or update_default values that come from a direct
call to a time- or UUID-producing function, like
default: DateTime.utc_now(). DSL options are ordinary expressions
that Elixir evaluates while the module compiles, so the call runs
exactly once and the result is baked into the resource as a literal:
every record gets the timestamp of the last compile, and a default of
Ash.UUID.generate() gives every record the same "unique" value.
Ash re-evaluates a default per record only when it is a zero-arity
function or an MFA tuple; it uses any other value verbatim.
# Bad - frozen at compile time, identical for every record
attribute :scheduled_at, :utc_datetime, default: DateTime.utc_now()

# Good - re-evaluated for each record
attribute :scheduled_at, :utc_datetime, default: &DateTime.utc_now/0
Action arguments and calculation arguments resolve default the same
way, so the check covers their defaults too. It doesn't flag values
wrapped in a zero-arity fn or a capture; those forms are correct.
No other tool catches this bug: the code compiles without warnings,
the frozen value type-checks, and no error is ever raised. In
development each recompile refreshes the value, so the problem only
shows up in production.
Warning.PinnedTimeInExpression is the sibling check for the same
bug class inside Ash expressions (^DateTime.utc_now()).
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.EmptyDomain 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
A domain module that registers no resources is probably incomplete.
resources do
  resource MyApp.Post
  resource MyApp.Comment
end
Limitations
The check scans the source AST, so it only sees resources registered
literally in the resources block. It cannot see resources
contributed by Spark transformers, extensions, or
Spark.Dsl.Fragment modules, so when a domain gets its resources
from such a source, the check may flag it as empty even though it is
not.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.MissingBuiltinWrapper 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Builtin change, validation, preparation, and calculation functions
like set_attribute, present, build, and concat must be
wrapped in their DSL entity (change, validate, prepare,
calculate ...) when you use them inside an action body, a
pipeline body, or a global section (changes, validations,
preparations, calculations).
These builtins are plain functions that Ash imports into the DSL
scope. Without the wrapper, the call returns a spec tuple that is
silently discarded: the change, validation, or preparation never
runs, and no error or warning is raised at compile time or runtime.
# Bad - compiles but silently does nothing
create :register do
  accept [:email]
  present(:email)
  set_attribute(:status, :draft)
end

# Good - wrapped in the matching keyword
create :register do
  accept [:email]
  validate present(:email)
  change set_attribute(:status, :draft)
end
The check examines each builtin family only in the scopes that import
it, so it never flags a bare call the compiler already rejects. The
advice is position-aware for set_context, which exists as both a
change and a preparation builtin: in a pipeline the advice is
change, in a read or generic action it is prepare.
The check reads the builtin names from Ash's *.Builtins modules at
analysis time, so builtins added in newer Ash versions are covered
automatically. Because some builtin names are common words
(present, compare, match, build, load, select), a bare
call to a same-named local helper inside an action body gets flagged
too; silence such a call with # credo:disable-for-next-line.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.MissingDomain 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
In Ash 3.x, a resource normally declares its domain:
use Ash.Resource, domain: MyApp.Blog
Without it, code interfaces and domain configuration do not apply,
and callers must supply the domain themselves. A resource shared
across multiple domains can opt out explicitly with domain: nil;
the check accepts that value and only flags a missing option.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.MissingMacroDirective 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Flags qualified calls to macros on configured modules (default
Ash.Query and Ash.Expr) when no matching require or import of
the macro module is lexically in scope at the call site.
Several Ash.Query and Ash.Expr functions are actually macros:
Ash.Query.filter/2, equivalent_to/2, superset_of/2, subset_of/2
and their ? variants, and Ash.Expr.expr/1, where/2, or_where/2,
calc/1..2. Calling one of them without a matching require in scope
has three different failure modes, depending on the shape of the
argument:
# 1. Literal expression -> compile error with a misleading message
Ash.Query.filter(Post, state == :published)
# ** (CompileError) undefined variable "state"

# 2. Pinned variable -> compile error about the pin operator
Ash.Query.filter(Post, ^pre_built)
# ** (CompileError) misplaced operator ^pre_built

# 3. Bare variable holding a runtime value -> compiles with an
# easy-to-miss warning, then fails at RUNTIME with
# UndefinedFunctionError when the function is actually called.
def foo(f), do: Ash.Query.filter(Post, f)
# warning: Ash.Query.filter/2 is undefined or private...
# ...later at runtime:
# ** (UndefinedFunctionError) function Ash.Query.filter/2 is
#    undefined or private
Case #3 is the important one for a linter: the other two fail loudly
at compile time, but this one ships to production if you miss the
warning.
# Flagged
defmodule MyApp.PostQueries do
  def published do
    MyApp.Post
    |> Ash.Query.filter(state == :published)
    |> Ash.read!()
  end
end

# Preferred
defmodule MyApp.PostQueries do
  require Ash.Query

  def published do
    MyApp.Post
    |> Ash.Query.filter(state == :published)
    |> Ash.read!()
  end
end
require and import both satisfy the check: import <Module>
implies require <Module> in Elixir, so qualified macro calls work
after either directive.
The check only inspects qualified remote calls
(Ash.Query.filter(...)). Unqualified calls like filter(...) after
import Ash.Query are out of scope: if the import is missing, Elixir
raises a clear undefined function filter/2 error at compile time,
which is obvious enough to need no lint.
The check accepts require and import in any lexical scope visible
to the call: the module top, the enclosing def or defp body, or
an enclosing if, case, or with branch. This matches Elixir's
own scoping rules, so a directive in one function does not reach
calls in a sibling function.
The check tracks each configured module independently:
require Ash.Query does not cover Ash.Expr.expr(...), and vice
versa. A module that uses macros from both modules needs both
directives.
The check deliberately ignores calls inside quote do ... end
blocks. A macro author who writes quote do Ash.Query.filter(...) end
is injecting the call into the caller's site, not emitting it from
their own module, so flagging it would be a false positive.
Nested defmodule blocks inherit require, import, and alias
from the enclosing module the same way Elixir does, so an outer
require Ash.Query (or alias Ash.Query, as: Q) applies to
Ash.Query.filter(...) (or Q.filter(...)) inside a nested
defmodule.
Directives and qualified calls through __MODULE__.SomeMacros
resolve against the enclosing module's absolute name, including
nested modules and explicit Elixir.* module declarations.
The check is a correctness backstop: for projects without
--warnings-as-errors, it converts the easy-to-miss runtime case
(#3 above) into a lint issue. Style rules about where directives
live are out of scope; if your team wants all directives at the
module top, pair this check with
AshCredo.Check.Refactor.DirectiveInFunctionBody.
Precision
The check uses compiled-BEAM introspection (module.__info__(:macros))
to learn which functions on each configured module are actually
macros. This means:
	It matches the macro's name and arity, including the argument
supplied by a pipe. Regular functions with the same name at a
different arity are ignored.
	New macros in future Ash releases are covered automatically,
without code changes here.
	User-supplied modules in macro_modules get the same precision
as Ash.Query and Ash.Expr: only their real macros are
flagged, not every qualified call.

Requirements
Compile your project before running mix credo. If Ash is not
available in the VM running Credo, the check is a no-op and emits a
single diagnostic. If a configured module cannot be loaded, the check
emits a "could not load" diagnostic for that module and skips it for
the run. The usual cause is adding one of your own modules to
macro_modules without compiling first.
Configuration
macro_modules defaults to [Ash.Query, Ash.Expr]. Extend the list
with any other macro modules your team uses:
{AshCredo.Check.Warning.MissingMacroDirective,
 [macro_modules: [Ash.Query, Ash.Expr, MyApp.QueryMacros]]}
Check-Specific Parameters
Use the following parameters to configure this check:
:macro_modules
  Modules whose qualified macro calls the check validates. For each call to <Module>.<macro>/n, the check requires a require or import of <Module> lexically in scope: the module top, the enclosing def body, an enclosing branch, or a directive inherited from an enclosing defmodule. Defaults to [Ash.Query, Ash.Expr]. The exact set of macros on each module comes from compiled-BEAM introspection (module.__info__(:macros)), so the check only flags real macros and ignores regular functions on the same module.
This parameter defaults to [Ash.Query, Ash.Expr].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.OverlyPermissivePolicy 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
An unscoped policy using authorize_if always() allows anyone,
including unauthenticated requests, to perform all actions.
A policy is unscoped when its condition is always() or
expr(true), when every element of a list condition is one of
those, when it has no condition at all (Ash defaults the condition
to true), or when its only body-level condition is
always()/expr(true).
Conditions on enclosing policy_groups count: Ash adds them to
every policy the group contains, so a policy inside
policy_group actor_attribute_equals(:role, :admin)
is scoped even without a condition of its own.
Entity options do not scope the policy: policy description: "..." do
still applies everywhere. The check recognizes the condition whether
you pass it positionally or via the condition: option.
Checks apply top to bottom and the first one that reaches a decision
wins, so authorize_if always() after a forbid_if or
forbid_unless is the deliberate allow-all-except pattern and is
not flagged. Guards that can never deny do not count
(forbid_if never(), forbid_unless always(), boolean literals):
policy always() do
  forbid_if actor_attribute_equals(:banned, true)
  authorize_if always()
end
Scope permissive policies to specific actions or action types:
policy action_type(:read) do
  authorize_if always()
end

policy action([:register, :sign_in]) do
  authorize_if always()
end
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.PinnedTimeInExpression 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Using ^Date.utc_today() or ^DateTime.utc_now() inside an Ash
expression freezes the value at compile time. The pinned value never
changes after compilation, leading to subtle bugs that only show up
after time passes.
Use Ash's built-in expression functions instead:
# Bad - frozen at compile time
filter expr(start_date <= ^Date.utc_today())

# Good - evaluated at runtime
filter expr(start_date <= today())

# Bad
filter expr(inserted_at >= ^DateTime.utc_now())

# Good
filter expr(inserted_at >= now())
Only expressions in DSL position are checked. Inside function
bodies and anonymous functions the pin is re-evaluated on every call
(Ash.Expr.expr/1 splices the pinned code into its call site), so
the value is not frozen there and is not flagged.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.RedundantValidation 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
Flags validate present(...) where every referenced field is an
attribute that already has allow_nil? false. The attribute
constraint guarantees presence on its own, so the validation can
only ever duplicate an error the changeset already carries. Straight
from Ash's usage rules: avoid validations that duplicate attribute
constraints.
# Bad - allow_nil? false already rejects nil
attributes do
  attribute :name, :string, allow_nil?: false
end

actions do
  create :create do
    validate present(:name)
  end
end

# Good - let the attribute constraint handle it
attributes do
  attribute :name, :string, allow_nil?: false
end
Fields an action opens up via allow_nil_input are skipped: there
the attribute may legitimately be nil at validation time (for
example filled by the data layer during an upsert), so present
does add a real constraint.
The check also skips a field when an update or destroy action has a
same-named argument. The atomic execution path is the default for
those action types (require_atomic? defaults to true), and in
that path the built-in present validation validates the argument
instead of the attribute. The validation then enforces that the
caller supplied the argument, regardless of the attribute
constraint.
In the non-atomic path the validation falls back to the attribute
when the argument is nil, where it is indeed vacuous. But advising
removal would silently drop the atomic-path constraint, so the check
stays silent.
Create actions never execute atomically, so a same-named argument on
a create does not rescue the validation and no escape applies there.
Validations in read and generic actions are not examined either,
because present resolves against action arguments there, not
attributes.
Requirements
Your project must be compiled before running mix credo. If Ash is
not available in the VM running Credo, the check is a no-op and
emits a single diagnostic.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.RepoCallInResource 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
Calling an Ecto repo directly from inside a resource, or from one of
its change, validation, preparation, calculation, or generic action
modules, can
bypass what the resource is configured to manage: tenant scoping,
notifications, and timestamps. The enclosing action's policies were
checked for the record being acted on, but not for any other rows a
raw statement touches.
# Bad - raw SQL inside a change module skips the framework
defmodule MyApp.Order.Changes.AssignStops do
  use Ash.Resource.Change

  def change(changeset, _opts, context) do
    MyApp.Repo.query!(
      "UPDATE orders SET current_stop_id = ... WHERE ...",
      [order_ids, stop_ids]
    )

    changeset
  end
end

# Good - per-row bulk writes go through the action layer.
# `Ash.update_many` applies atomic changes as a single statement.
order_stop_pairs
|> Enum.map(fn {id, stop_id} -> {%{id: id}, %{current_stop_id: stop_id}} end)
|> Ash.update_many(MyApp.Order, :set_current_stop, tenant: tenant)
The check flags calls to repo functions that execute queries
(query, query!, query_many, query_many!, insert_all,
update_all, delete_all, plus Ecto.Adapters.SQL.query/query!)
on any module whose last name segment is Repo - or another name
you list in repo_names - but only inside modules that
use Ash.Resource, Ash.Resource.Change,
Ash.Resource.Validation, Ash.Resource.Preparation,
Ash.Resource.Calculation, or
Ash.Resource.Actions.Implementation. The same calls in a
controller, worker, or plain context module are not flagged -
outside those modules they are ordinary Ecto.
Repo.transaction/1 is deliberately not flagged: wrapping Ash calls
in a manual transaction is transaction control, not a bypass. Only
the functions that execute queries themselves are reported. For the
same reason, custom Ash.DataLayer implementations and
Ash.Resource.ManualRelationship modules are not checked - talking
to Ecto directly is their job.
Repo read functions (all, one, get, get_by, exists?,
aggregate, ...) also bypass tenancy and policies, but they are not
in the default set. The defaults cover writes and raw SQL, where a
bypass silently corrupts data. Add the read functions to
flagged_functions to flag them too.
Raw SQL is sometimes the right tool (recursive CTEs, advisory
locks). When it is intentional, silence the call site explicitly:
# credo:disable-for-next-line AshCredo.Check.Warning.RepoCallInResource
MyApp.Repo.query!("SELECT pg_advisory_xact_lock($1)", [key])
Test directories are excluded by default. Migrations and seeds under
priv/ are never scanned because Credo's default files.included
does not cover priv/.
Module names are resolved through the lexical aliases in scope, so
alias MyApp.Repo, as: DB; DB.query!(...), alias Ecto.Adapters.SQL; SQL.query!(...), and alias Ash.Resource.Change; use Change are
all understood. The check does not compile anything, so a module
that merely ends in Repo (alias MyApp.Git.Repo) is flagged too.
Known limitations: imported repo functions
(import MyApp.Repo; query!(...)) and calls through variables or
module attributes (@repo.query!(...)) are not detected.
Check-Specific Parameters
Use the following parameters to configure this check:
:flagged_functions
  Repo functions to flag, as a list of atoms. Defaults to the functions that execute queries (query, query!, query_many, query_many!, insert_all, update_all, delete_all). Add :insert/:update/:delete to also flag single-record Ecto writes, or :all/:one/:get/:get_by/:exists?/:aggregate to flag reads, which bypass tenancy and policies too. Remove entries your team considers acceptable.
This parameter defaults to [:query, :query!, :query_many, :query_many!, :insert_all, :update_all, :delete_all].
:repo_names
  Last name segments to treat as Ecto repos. Atom entries match exactly; Regex entries (for example ~r/Repo$/) match against the segment. Defaults to [:Repo], the name almost every app uses. Add entries when your repos have other names, e.g. [:Repo, :ReadReplica]. Aliases are resolved first, so the match is on the real module name however the call is written. Ecto.Adapters.SQL is always checked, independent of this list.
This parameter defaults to [:Repo].
:excluded_paths
  Paths or regexes to skip. Binary entries match as path segments or full file paths. Defaults to test directories, where repo calls in fixture modules are intentional.
This parameter defaults to [~r/\/test\//, "test"].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.SensitiveAttributeExposed 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Attributes containing sensitive data should be marked with sensitive?: true.
This prevents them from leaking into logs, error messages, and inspections.
attribute :password_hash, :string, sensitive?: true
The sensitive_names param accepts atoms (exact name match) and
regexes (matched against the attribute name), for example
[:ssn, ~r/_token$/].
The check excludes test directories by default, since throwaway
resources in test support often use sensitive field names without
holding real data. Override excluded_paths to scope the check
differently.
Limitations
The check scans the source AST, so it only sees attributes written
literally in the attributes block. It cannot see attributes
contributed by Spark transformers or extensions, such as
AshAuthentication's :hashed_password, and will not flag them
even when they are unmarked.
The check also only inspects the attribute entity: belongs_to
foreign keys cannot be marked sensitive? directly (declare the
column as an explicit attribute if you need that), and timestamps
are not sensitive data, so neither is flagged.
Check-Specific Parameters
Use the following parameters to configure this check:
:sensitive_names
  Attribute names considered sensitive. Atom entries match exactly; Regex entries (for example ~r/_token$/) match against the attribute name.
This parameter defaults to [:password, :hashed_password, :password_hash, :password_digest, :token, :access_token, :secret, :client_secret, :totp_secret, :api_key, :private_key, :ssn].
:excluded_paths
  List of paths or regexes to exclude from this check. Defaults to test directories, since fake sensitive attributes are common in test resources.
This parameter defaults to [~r/\/test\//, "test"].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.SensitiveFieldInAccept 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Actions that accept privilege-related fields like :is_admin or
:permissions can let users escalate their own permissions. Set
these fields via change modules instead.
create :register do
  accept [:name, :email]

  change set_attribute(:role, :user)
end
The check covers create, update, and soft destroy actions. Hard
destroy actions are not checked: Ash resets their accept to []
at compile time, so an accept list there takes no input.
The check excludes test directories by default, since test factories
and seeds often accept these fields on purpose. Override
excluded_paths to scope the check differently.
Check-Specific Parameters
Use the following parameters to configure this check:
:dangerous_fields
  Field names that should not appear in accept lists. Atom entries match exactly; Regex entries (for example ~r/_token$/) match against the field name.
This parameter defaults to [:is_admin, :admin, :permissions, :api_key, :secret_key].
:excluded_paths
  List of paths or regexes to exclude from this check. Defaults to test directories, since accepting these fields is often intentional in test setup.
This parameter defaults to [~r/\/test\//, "test"].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.UnknownAction 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Flags raw Ash.* API calls that reference an action that does not
exist on the resolved resource. Catches typos at lint time:
Ash.read!(MyApp.Post, action: :publishd)
#                             ^^^^^^^^ - no such action
# Did you mean `:published`?
The check uses Ash's runtime introspection
(Ash.Resource.Info.actions/1) to read the resource's fully
resolved action list, then jaro distance to suggest the closest
known action name when one is similar enough.
Unlike Refactor.UseCodeInterface, this check is objective: the
action either exists on the resource or it doesn't. There's nothing
to configure.
It runs against the same resolved Ash call-site pipeline as
UseCodeInterface, including
Ash.read!/Ash.get!/Ash.read_one!/Ash.read_first!/Ash.bulk_*/
Ash.Changeset.for_*/Ash.Query.for_read/Ash.ActionInput.for_action.
The check applies whenever both the resource and the action argument
are literal values it can resolve at lint time.
Requirements
Your project must be compiled before running mix credo. If Ash is
not available in the VM running Credo, the check is a no-op and
emits a single diagnostic.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Warning.WildcardAcceptOnAction 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of high and works with any version of Elixir.
Explanation
Using accept :* on a create, update, or soft destroy action
accepts all public attributes, which is a mass-assignment
vulnerability. Explicitly list the accepted attributes instead.
create :create do
  accept [:title, :body]
end
Hard destroy actions are not checked: Ash resets their accept to
[] at compile time, so an accept list there takes no input. Soft
destroys are updates under the hood and honor accept like any
other writable action.
The check excludes test directories by default, since test factories
and seeds often use accept :* on purpose. Override
excluded_paths to scope the check differently.
Check-Specific Parameters
Use the following parameters to configure this check:
:excluded_paths
  List of paths or regexes to exclude from this check. Defaults to test directories, since accept :* is often intentional in test setup.
This parameter defaults to [~r/\/test\//, "test"].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Refactor.AnonymousFunctionInDsl 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
Flags anonymous functions (fn ... end or &... captures) anywhere
in the resource DSL. Prefer to put the code in its own module and
refer to that instead.
Spark lifts every anonymous function in DSL position into a
generated public function on the resource module. The body then
lives under a generated name, appears that way in stack traces, and
cannot be tested or documented on its own. It also makes the resource
the file where that logic changes. The resource is a compile-time
dependency of its domain and of every module that reads it at
compile time, so each edit to an inline function recompiles all of
them. A callback module is not a compile-time dependency of the
resource, so an edit there recompiles only that module.
For changes and validations this is more than style: anonymous
functions can never participate in atomic execution, because Ash
cannot inspect what they contain. An update or destroy action
carrying one either fails its atomicity requirement at runtime or
forces require_atomic? false. Anonymous function changes also
cannot support batching.
# Bad - can never be atomic, forces require_atomic? false
update :update do
  change fn changeset, _context ->
    Ash.Changeset.force_change_attribute(changeset, :slug, slug())
  end
end

# Good - module callback, can implement atomic/3
update :update do
  change MyApp.Changes.SlugifyName
end
Calculations have the equivalent limitation through expression/2:
an anonymous function calculation can never supply an expression, so
the data layer cannot run it and sorting on it raises an
UndefinedFunctionError at runtime. A module using
Ash.Resource.Calculation can implement expression/2; an expr(...)
calculation is data-layer-native and is not flagged.
Ash lifts the callback of after_action, before_action,
after_transaction and before_transaction too, and a hook change
never runs atomically.
Ash wraps the value of change, validate, prepare and calculate
in a callback module. For changes, validations and calculations that
wrapper cannot implement atomic/3 or expression/2, so a remote
capture there has the same limitation as fn. The check flags a
remote capture in all four, because those callbacks belong in a
module of their own. It leaves run and manual alone. Spark passes
a remote &Module.function/arity through untouched, so in every
other option it is the fix rather than the defect:
# Bad - lifted into the resource
action :employed?, :boolean do
  run fn input, context -> ... end
end

publish :create, ["messages", :conversation_id] do
  transform fn %{data: message} -> %{id: message.id} end
end

# Good
action :employed?, :boolean do
  run MyApp.Employment.EmployedOn
end

publish :create, ["messages", :conversation_id] do
  transform &MyApp.Chat.Notification.message/1
end
Spark lifts a function in three positions only: the direct value of
an entity argument, the direct value of an option, and a value in a
keyword list under its key. It returns every other value unchanged,
so the check reports those three positions and stops everywhere
else. A function the compiler evaluates before Spark sees it, such
as default: Enum.map([:read], fn t -> t end), is ordinary code.
Bodies that run after compilation are ordinary code as well: Spark
does not lift and the check does not flag an anonymous function
inside def, defp, a macro definition, or quote.
Anonymous functions are fine for prototyping, which is why this
check is opt-in; silence individual call sites with
# credo:disable-for-next-line.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Refactor.DirectiveInFunctionBody 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
Flags require/import/alias directives for configured modules
when they're declared inside a function body. These directives belong
at the top of the module so they apply once for the whole file
instead of being repeated in every function that needs them.
The default-and-canonical case is require Ash.Query and
require Ash.Expr: AI coding assistants frequently drop a fresh
require into every function that uses an Ash.Query.* or
Ash.Expr.* macro, instead of requiring the module once at the top
of the module. The result is files with three or four duplicated
directives, which is noisy and not idiomatic Elixir.
# Flagged
defmodule MyApp.PostQueries do
  def published do
    require Ash.Query
    MyApp.Post |> Ash.Query.filter(Ash.Query.expr(state == :published))
  end

  def draft do
    require Ash.Query
    MyApp.Post |> Ash.Query.filter(Ash.Query.expr(state == :draft))
  end
end

# Preferred
defmodule MyApp.PostQueries do
  require Ash.Query

  def published, do: MyApp.Post |> Ash.Query.filter(Ash.Query.expr(state == :published))
  def draft,     do: MyApp.Post |> Ash.Query.filter(Ash.Query.expr(state == :draft))
end
The check is purely syntactic. It walks the source AST tracking the
depth of def/defp/defmacro/defmacrop blocks and emits an issue
whenever it finds a target directive at depth >= 1.
Directives generated inside quote do ... end blocks are deliberately
ignored: a macro author writing quote do require Ash.Query end injects
the directive at the call site, not at the macro's own definition site,
so flagging that case would be a false positive.
Configuration
directive_modules defaults to [Ash.Query, Ash.Expr]. The check
is general - any module you put in the list is checked the same way.
Add Ash extension modules from your own codebase, or any third-party
module whose directives you want at module level:
{AshCredo.Check.Refactor.DirectiveInFunctionBody,
 [directive_modules: [Ash.Query, Ash.Expr, MyApp.CustomMacros]]}
The check matches the exact module specified. Only modules that
appear literally in the list are flagged; child modules are not.
For example, with [Ash.Query] configured, require Ash.Query
is flagged but require Ash.Query.Some.Child is not.
The default reflects the most common cases in Ash codebases (the
require Ash.Query and require Ash.Expr repetition AI assistants
produce). The check itself is general; this plugin just ships
Ash-flavored defaults.
Check-Specific Parameters
Use the following parameters to configure this check:
:directive_modules
  List of modules whose require/import/alias directives must live at module level rather than inside function bodies. Defaults to [Ash.Query, Ash.Expr] because those are the most common cases in Ash codebases. The check itself is general - add any module whose directives your team wants at module level.
This parameter defaults to [Ash.Query, Ash.Expr].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Refactor.LargeResource 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of low and works with any version of Elixir.
Explanation
Large resource files are hard to navigate. Consider splitting
with Spark.Dsl.Fragment or extracting changes/validations
into separate modules.
Check-Specific Parameters
Use the following parameters to configure this check:
:max_lines
  Maximum line count before triggering this check.
This parameter defaults to 400.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Refactor.RaisingCall 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of low and works with any version of Elixir.
Explanation
Flags Ash bang calls that raise on {:error, _} instead of returning
{:ok, _} | {:error, _} tuples - awkward in code paths that need to
translate Ash errors into HTTP responses, GraphQL payloads, or
job-runner outcomes.
# Flagged
posts = Ash.read!(MyApp.Post)

# Preferred
case Ash.read(MyApp.Post) do
  {:ok, posts} -> ...
  {:error, error} -> ...
end
Requires the host project to be compiled with Ash loaded - same
contract as UseCodeInterface and MissingCodeInterface. When
Ash isn't loadable the check emits one :ash_missing diagnostic
and becomes a no-op.
Two detectors run when the gate passes:
	Ash.*! bangs - top-level (Ash.read!, Ash.create!) and
nested (Ash.Filter.parse!, Ash.Expr.eval!).

	Code-interface bangs - MyApp.Blog.create_post! from a
domain's code_interface, or MyApp.Blog.Post.create_post!
from a resource's code_interface, including calculation
interfaces. Confirmed against Ash.Resource.Info /
Ash.Domain.Info - calls to non-Ash modules are silently
skipped, as are user modules that aren't yet compiled (they'd
be indistinguishable from arbitrary third-party bangs).


Bang-only APIs - bangs that have no non-bang counterpart, like
Ash.stream! or Ash.Seed.seed! - are skipped by default. Probing
module.__info__(:functions) for the trimmed-! name tells us
the suggested replacement wouldn't exist, so a default suggestion
would name a nonexistent function. To surface these calls anyway
under a generic "ensure failures are handled" message, opt in
with flag_bang_only_apis: true. Calls passing stream?: true
to a read code-interface are also silently skipped, because the
non-bang variant rejects streaming.
The "Prefer Mod.fun" suggestion is worded based on the non-bang
counterpart's typespec: tuple-returning APIs (Ash.read,
Ash.create, ...) get the "match on {:ok, _} | {:error, _}"
message, while helpers whose non-bang twin returns something else
(e.g. Ash.Resource.Info.primary_action/2 returns action | nil)
get a conservative "handle the returned value explicitly" message.
Use excluded_functions to silence specific bangs by
{module, :fun!} tuple:
excluded_functions: [
  {MyApp.Blog, :archive_all_posts!}
]
Test directories are excluded by default since bang versions in tests
are idiomatic ("crash loudly on unexpected errors"). Override
excluded_paths (e.g. to []) if you want to flag bang calls in
tests too. Entries can be path segments ("test" excludes any file
under a test/ directory) or full file paths
("priv/seeds.exs" excludes that exact file).
Both detectors resolve aliases lexically. The common
alias __MODULE__.Foo pattern is resolved using the enclosing
defmodule, so Foo.archive!() and MyApp.Blog.Foo.archive!()
are treated identically. Unsupported call shapes that can never be
flagged: apply/3, variable modules (mod.fun!()), macro-generated
bang names, and bare __MODULE__.fun!() (no alias).
Check-Specific Parameters
Use the following parameters to configure this check:
:excluded_functions
  Bang functions to allow without flagging, given as {module, :fun!} tuples. Defaults to [] - bang-only APIs (those with no non-bang counterpart) are detected dynamically via module.__info__(:functions), so no curated allowlist is needed.
This parameter defaults to [].
:excluded_paths
  Paths or regexes to skip. Defaults to test directories, where bang versions are idiomatic.
This parameter defaults to [~r/\/test\//, "test"].
:flag_bang_only_apis
  When true, also flag bangs that have no non-bang counterpart (e.g. Ash.stream!, Ash.Seed.seed!) with a generic 'ensure failures are handled' message. Defaults to false because the suggested non-bang twin doesn't exist for these calls; opt in only if your team policy is 'no bare bang calls'.
This parameter defaults to false.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Refactor.UseCodeInterface 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
When both the resource and action name are literal values, prefer
calling a code interface function instead of a raw Ash.* API call.
This check queries Ash's runtime introspection (Ash.Resource.Info
and Ash.Domain.Info) to produce precise suggestions:
	names the exact existing code interface function when one is
defined on the resource or the domain;
	suggests defining a code interface when the action exists but
no interface targets it yet.

By default the check is domain-aware: if the caller and the resource
share a domain it prefers the resource-level interface, otherwise it
points at the domain-level interface.
# In-domain caller, resource has `define :published`
# Flagged
Ash.read!(MyApp.Post, action: :published)
# Preferred
MyApp.Post.published!()

# Outside-domain caller, domain has `define :list_posts, action: :read`
# Flagged
Ash.read!(MyApp.Post)
# Preferred
MyApp.Blog.list_posts()
Builder calls (Ash.Query.for_read/3, Ash.Changeset.for_*/4,
Ash.ActionInput.for_action/3) are flagged with the matching
query_to_* / changeset_to_* / input_to_* helper that Ash
generates for code interfaces.
Ash.read_one calls only match no-key interfaces configured with
get?: true. Ash.read_first calls are intentionally not flagged:
generated get interfaces use Ash.read_one and therefore do not
preserve read_first's behavior when several records match.
Detection of references to actions that do not exist on the resource
lives in AshCredo.Check.Warning.UnknownAction - enable that check
separately if you want typo detection.
Configuration
These params adapt the check to a team's code-interface
conventions:
	enforce_code_interface_in_domain (default true) - when
false, the check leaves callers that share a domain with the
resource alone. Useful for teams that consider raw Ash.* calls
inside Change/Preparation/Validation modules acceptable.
	enforce_code_interface_outside_domain (default true) - when
false, the check silences every case where the caller is not
confirmed to be in the resource's domain: different known domain,
plain caller (controller, LiveView, worker), caller that is an
Ash.Resource with no :domain, and resources that cannot be
loaded.
	prefer_interface_scope (:auto | :resource | :domain,
default :auto) - overrides which interface the check points at.
:auto follows the domain-aware heuristic above. :resource
always suggests a resource-level interface (useful if you only
define code interfaces on resources). :domain always suggests a
domain-level interface.

	excluded_paths (defaults to test directories) - raw Ash.*
calls in tests and factories are idiomatic setup code, not
missing interfaces. Override (e.g. to []) to scan tests too.

Example - a team that allows raw calls inside their domain and only
defines interfaces on resources:
{AshCredo.Check.Refactor.UseCodeInterface,
 [enforce_code_interface_in_domain: false, prefer_interface_scope: :resource]}
Requirements
The check calls Code.ensure_compiled/1 on every referenced resource
to query Ash's introspection API. This means your project must be
compiled before running mix credo - typically mix compile && mix credo or a Mix alias that chains the two.
If Ash is not available in the VM running Credo, the check is a
no-op and emits a single diagnostic.
Known limitations
	Calls made via import Ash; read!(...) are not traced - only
fully qualified Ash.* (or aliased) module calls are detected.
	Records obtained via pattern matching (e.g.
{:ok, post} = Ash.get(...)) or helper functions are not traced
through bindings; only direct post = Ash.get!(...) / Ash.get(...)
assignments and pipe chains are recognised.

Check-Specific Parameters
Use the following parameters to configure this check:
:enforce_code_interface_in_domain
  Flag raw Ash.* calls whose caller shares a domain with the resource. Set to false to leave same-domain callers alone (useful for teams that consider raw calls inside Change/Preparation/Validation modules acceptable).
This parameter defaults to true.
:enforce_code_interface_outside_domain
  Flag raw Ash.* calls whose caller is not in the resource's domain. This covers different known domains, plain callers (controller, LiveView, worker), callers that are an Ash.Resource with no :domain, and resources that cannot be loaded. Set to false to silence all of them.
This parameter defaults to true.
:excluded_paths
  Paths or regexes to skip. Defaults to test directories, where raw Ash.* calls are idiomatic setup code.
This parameter defaults to [~r/\/test\//, "test"].
:prefer_interface_scope
  Controls which interface the check points at. :auto (default) follows the "in-domain → resource, outside-domain → domain" heuristic. :resource always suggests a resource-level interface. :domain always suggests a domain-level interface.
This parameter defaults to :auto.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Design.MissingCodeInterface 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of low and works with any version of Elixir.
Explanation
Resources with actions but no code_interface block miss out on Ash's
generated typed functions. This check inspects each resource's fully
resolved action list via Ash.Resource.Info.actions/1 and, for every
action that has neither a resource-level nor a domain-level code
interface targeting it, emits a dedicated issue naming the missing
action.
# Flagged - action `:published` has no interface anywhere
actions do
  read :published
end

# Preferred - one of:
code_interface do
  define :published
end
# ...or on the domain:
resources do
  resource MyApp.Post do
    define :published
  end
end
Requirements
Your project must be compiled before running mix credo. If Ash is
not available in the VM running Credo, the check is a no-op and emits
a single diagnostic.
Notes
Embedded resources are skipped by this check, since they typically
do not need a code interface.
Configuration
Specific actions can be suppressed via the excluded_actions param,
which takes a flat list of "Module.action_name" strings. Each entry
is matched literally against the action's fully qualified name (the
module as returned by inspect/1, joined to the action name by a
dot). Useful for skipping actions generated by extensions such as
AshAuthentication that are not meant to be called via a code
interface.
{AshCredo.Check.Design.MissingCodeInterface,
 excluded_actions: [
   "MyApp.Accounts.User.sign_in_with_password",
   "MyApp.Accounts.Token.expunge_expired"
 ]}
Check-Specific Parameters
Use the following parameters to configure this check:
:excluded_actions
  List of "Module.action_name" strings to skip.
This parameter defaults to [].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Design.MissingIdentity 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
Attributes like email, username, or slug are almost always
intended to be unique. Add a corresponding identity:
identities do
  identity :unique_email, [:email]
end
An attribute that is the sole primary key is already unique and is
not flagged - for uniqueness enforcement an identity adds nothing
there. Define one anyway if you want to reference it by name, e.g.
via upsert_identity:. Members of a composite primary key are still
flagged: only the key tuple is unique, not the attribute itself.
This check uses Ash's runtime introspection (Ash.Resource.Info) to
see the fully-resolved attribute and identity lists - including
contributions from extensions like AshAuthentication, which adds an
:email attribute via a transformer that the AST scanner cannot see.
So rather than merely scanning the source for known attribute names,
the check also catches missing identities on extension-contributed
attributes.
Requirements
Your project must be compiled before running mix credo. If Ash is
not available in the VM running Credo, the check is a no-op and emits
a single diagnostic.
Check-Specific Parameters
Use the following parameters to configure this check:
:identity_candidates
  Attribute names that should have a uniqueness identity.
This parameter defaults to [:email, :username, :slug, :handle, :phone].
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Design.MissingPrimaryAction 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
When multiple actions of the same CRUD type exist (e.g., two :create
actions), one should declare primary?: true. Without this, Ash raises
at runtime when framework features implicitly invoke the primary action,
e.g. default action resolution or manage_relationship.
create :register do
  primary? true
  # ...
end
Generic actions (type :action) are intentionally excluded: they are
never invoked implicitly - callers always name them via
Ash.run_action/2 - so primary? has no behavioral effect for them. It
is only consulted for :create, :read, :update, and :destroy.
This check uses Ash's runtime introspection (Ash.Resource.Info.actions/1)
to see the fully-resolved action list - including actions contributed by
Spark transformers and extensions - so it catches cases where a
transformer adds an action that breaks the primary-action invariant.
Embedded resources are deliberately covered: when casting embedded
values, Ash resolves the primary action of each CRUD type via
Ash.Resource.Info.primary_action!/2, so a missing primary raises at
runtime there as well. Ash injects primary defaults into embedded
resources, but defining an action that shadows a default's name (e.g.
update :update) without primary?: true removes that safety net.
Requirements
Your project must be compiled before running mix credo so that the
referenced resource modules are loadable. Typically chain them in a Mix
alias: lint: ["compile", "credo --strict"]. If Ash is not loaded in the
VM running Credo, the check is a no-op and emits a single diagnostic.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Design.MissingTimestamps 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
Ash resources backed by a data layer should include timestamps.
Timestamps are essential for auditing, debugging, and cache invalidation.
Add timestamps() inside your attributes block, or use
create_timestamp :inserted_at and update_timestamp :updated_at.
This check uses Ash's runtime introspection (Ash.Resource.Info.attributes/1)
to detect timestamp attributes - including ones contributed by Spark
transformers or extensions - rather than scanning the source AST. This
means custom timestamp entity names are caught as long as they produce
attributes with an auto-generated default (for create timestamps) or
update_default (for update timestamps).
Requirements
Your project must be compiled before running mix credo. If Ash is
not available in the VM running Credo, the check is a no-op and emits
a single diagnostic.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Readability.ActionMissingDescription 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of low and works with any version of Elixir.
Explanation
Actions without a description produce less useful API documentation
in AshGraphql and AshJsonApi. Add a description:
create :register do
  description "Register a new user account."
  # ...
end
The check also scans Spark.Dsl.Fragment modules declared
of: Ash.Resource.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Readability.BelongsToMissingAllowNil 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
A belongs_to without an explicit allow_nil? option relies on
the framework default. Declaring it explicitly communicates intent
and prevents surprises when defaults change.
belongs_to :author, MyApp.Author, allow_nil?: false
The check also scans Spark.Dsl.Fragment modules declared
of: Ash.Resource.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
AshCredo.Check.Readability.CalculationMissingAllowNil 
    



      
Basics
This check is disabled by default.
Learn how to enable it via .credo.exs.
This check has a base priority of normal and works with any version of Elixir.
Explanation
A calculate without an explicit allow_nil? option relies on the
framework default of true. Ash does not infer the option from the
calculation's expression or module. Generated client types (for
example from AshTypescript) then mark every such calculation as
nullable, even when it never returns nil.
Declare the option explicitly, either inline or in the do block:
calculate :progress, :float, expr(done_count / total_count),
  allow_nil?: false

calculate :mine, :boolean, expr(author_id == ^actor(:id)) do
  allow_nil? true
end
Set allow_nil? false only when the calculation can never return
nil. Ash does not enforce the declaration, so a wrong value makes
generated client types promise a value the API can omit.
The check also scans Spark.Dsl.Fragment modules declared
of: Ash.Resource.
The check reads the source because the compiled calculation stores
allow_nil?: true whether the author wrote it or Ash defaulted it.
Check-Specific Parameters
There are no specific parameters for this check.
General Parameters
Like with all checks, general params can be applied.
Parameters can be configured via the .credo.exs config file.

      




  

    
mix ash_credo.install 
    



      
Installs AshCredo and configures .credo.exs
Adds the AshCredo plugin to your .credo.exs configuration file.
If no .credo.exs exists, one is created with sensible defaults.
Example
mix igniter.install ash_credo
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